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AHHOTAIUA

B nacrodmeM T0OKyMEHTE MPEACTABICHO PYKOBOACTBO CHCTEMHOIO aJMHUHUCTpATOpa AJIs
sKcIuTyaTaruu MapopMaonHoi cucteMbl «bnomMerpudeckasi cucreMa OaHkay.

PykoBOJICTBO CHCTEMHOr0O agMUHHUCTpaTOopa MpeaHa3HadeHO [uisi paboTHUKOB banka,
3aJI€MCTBOBAHHBIX B IPOLIECCE:

- YCTaHOBKA, HACTPOMKA M IKCILIyaTal[usl CEPBEPHOIO M MPHUKJIAJIHOTO IMPOrPAMMHOIO
o0ecrieueHus.

B pamkax Hacrosimiero pykoBOJACTBA MPHUBEIEHO OMNKMCAHHUE IOUIArOBOM YCTAaHOBKU H
HACTPOMKM  CEpBEpPHOrO0  mporpammHoro  obecnedeHus  MHPOPMAIMOHHONH  CHUCTEMBI
«buomerpuueckas cuctema O0anka» B Standalone koundurypaiuu, onvucaHa ¥ IPOMLIFOCTPHUPOBAHA
nocCJIICA0BATCIIbHOCTD l[GfICTBHﬁ JJIs1 BBIITOJIHCHU A BLIH_IerI/IBCI[éHHBIX IIpOLECCOB.

Hacrosiee pykoBOJICTBO COCTOUT U3 CIAEAYIOLIMX OCHOBHBIX YaCTEMH:

1. VYcranoBka u Hactpoiika Hadoop/Ambari (Xpanuiuine TaHHBIX).
YcranoBka u Hactpoiika PostgreSQL 10 (PB/).
YcranoBka u HacTpoiika RabbitMQ (Cepsep ouepereii).

2
3
4. VYcraHoBka u HacTpoiika Luna Stack (Luna-api, Luna-admin, Luna-ui).
5. VYcranoBka u Hactpoiika Java, JCSP u npunoxenunii BSB.

6

YcranoBka u HacTpoiika NGINX (banancupoBka KOMIIOHEHTOB,
pazjada CTaTU4ECKOr0o KOHTEHTA).
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TEPMHUHDBI U OITPEAEJTEHUSA

TEPMUH OIIPEJEJIEHUE
ABTOpu3anms IIpenocraBnenne omnpenenéHHOMY JIMILy WM CHCTEME IpaB HA BBIIOJHEHUE
OIIPEACIEHHBIX AEHCTBUH, a TaKXKe IPOIECC MPOBEPKH (IIOATBEPKICHMSA)
JAHHBIX TIPaB MPY TOTBITKE BBITOJHEHUS 9THX JEHCTBHI.
[epen aBTopH3anueli BHIIONHAETCS ayTeHTU(DHKALS
Ayrentudukanys IIponecc conocraBneHus NpeAbsIBICHHBIX HEU3BECTHBIM JIMLIOM WM CUCTEMOMH

CBEe/IeHUH ¢ UMeroIMMHUCS (TIOTY4EHHBIMU paHee U3 JOBEPEHHOIO UCTOYHMKA)
CBEICHUSIMHU 3aperucTpupoBaHHbiX B MIC nonb3oBaTeneil Win cUCTEM C LETbI0
MOATBEPKACHNS (paKkTa NPUHAIICKHOCTH YIETHON 3aITUCH JIMILYy WIIH CHCTEME
1, KaK CJIEJCTBUE, YCTAHOBJICHHS IOBEPEHHBIX OTHOLICHUH B KOHTEKCTE CECCHU
nH()OPMANMOHHOTO B3aUMOACHCTBUSL.

AyTteHTH(HKAIA IPEAIMIECTBYET aBTOPH3ALIUH

brubnmnorexa KOHTpOIIS KadecTBa

HpenHa3HalIeHa ML aBTOMAaTU4Y€CKOIr0 IEPBHUYHOIO KOHTPOJSI Ka4eCTBa
CHHUMaCMBIX 6I/IOMeTpI/IquKI/IX JaHHBIX KJIMCHTA B MPOLECCC 6HOMeTpPI‘-IeCKOﬁ
perucTpanuu. SBnsercs MoAyJieM CucreMbl

nuc HNudopmanuonnas Cucrema

Meroandeckne pekoMeHJanuyu 1mo | Merogudeckne pekoMeHmammd 1o  pabore ¢ ExmHOlt  cucTemHO#

pabote co CMOB MEXBEJOMCTBEHHOT'0 3JIEKTPOHHOTO B3aUMOIEHCTBUSI.
OmuceiBacMble B JTOKYMEHTE TMIpPaBWJIA SBIAIOTCS  OOS3aTENBHBIMH K
MIPUMEHEHHIO YYaCTHUKaMU HH(OPMAIMOHHOTO OOMEHa C HCIIOJIb30BAaHHEM
CHCTEMBI MEKBEJIOMCTBEHHOTO ICKTPOHHOTO B3aNMOJACHCTBHS.
Bepcust 1okyMeHTa TOCTYIHA Ui 3arpy3ku ¢ oduianbHoro mopraisa CMOB
Bepeuu 3: https://smev3.gosuslugi.ru/portal/

MuxkpocepBuC Kommnekc mnporpaMMHBIX  KOMIIOHEHT, pPEaM30BaHHBIX HA  €IUHOHN

MPOrpaMMHOM MIaThopMe U NOJIeKALITUX TIOBTOPHOMY HUCIIOJIb30BAHHIO

CHCTEeMHBIHN MOJIH30BATEIb

HI/IL[O, HUMCIOLICE CUCTCMHYIO YYCTHYIO 3aIIUCh B CUCTCME Linux

Cucrtema MEXBCIOMCTBCHHOI'O

QJICKTPOHHOI'O BSaHMOHeﬁCTBHﬂ

Yacte UHQPACTPYKTYypHl 3IEKTPOHHOTO

BBINOJTHEHNE TPAHCIIOPTHBHIX (PYHKIMI NpH BBITOTHEHHH WH()OPManMOHHBIX

MIPAaBUTENbCTBA, OTBEYaeT 3a
B3aUMOICHCTBUI MH(OOPMALIMOHHBIX CUCTEM OpPraHOB BiacTH ((enepaibHOro,
PETHOHAIBHOTO  YPOBHS), rocylapcTBeHHbIXx yciayr Pd, u
UH(OPMALMOHHBIX CHCTEM JIPYrMX OpraHuzanuii (B T.4. KOMMEPUYECKHX),

HOPTaJIOM

KOTOPBIM MPEAOCTABJICH JOCTYII K CUCTEME

YKOII bauka mss CMOB

YcunenHas KBaduQUIMPOBAHHAS JJIEKTPOHHAS TOJIUCH, HUCIOJb3yeMas B
aBToMaTH3upoBaHHOM pexnme Cucremsl (Konrnekrop CMOB) mis moctymna
BujaM cBesieHuit CMOB. Tun snexktpoHHo# noanucu B repmuHonorun CMOB:
«II-OB» (cM. paszgen Ned «DJEKTpOHHBIC TIOATIACHY
pexomeHmanuii mo padore co CM3B, Bepcun 3.X)

MeToanueckux
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1. OBIIME CBEJAEHUSA
1.1. HA3BHAYEHMUE JOKYMEHTA

HOKYMCHT ((PYKOBOI[CTBO CUCTEMHOI'0O aJAMHHHUCTPATOpa» MPEAHA3HAYCH OJId CHUCTEMHBIX
HHXXCHCPOB U CUCTEMHBIX aIMUHHUCTPATOPOB.

1.2. YPOBEHB IO OTOBKH MMOJIb30BATEJIEN

CucreMHBI aJIMUHUCTPATOP AOKEH HMETh 3HAaHUS M ONBIT B 00JacTU HACTPOUKHU U
agmuuuctpupoBanus Microsoft Windows u Linux, nacrpoiiku u anmuauctpupoBanus CYB]] Oracle
n PostgreSQL, co3manus/ xpaHEHUs/ BOCCTAHOBJICHHUS PE3EPBHBIX KOMUH JaHHBIX CHCTEMBI,
yctaHoBkd u Hactpoiiku CK3U «Kpunrtollpo CSP» u «KpuntolIPO JavaCSPy», ycranoBku
OOHOBIICHHH W HACTPOMKH OMNEpAIMOHHONH CHUCTEMBI, YCTaHOBKHM OOOPYAOBaHHS W HACTPOHKHU
pabouero MecTa Ui CHATHS OMOMeTpuH (BeO-Kamepa, MUKPOQOH).

1.3. CBA3AHHBIE JOKYMEHTDBI

WucTpykiuusa nmo HacTpoiike MacmrtadupoBaHus U oTkazoycroitunBoct bCh mpuBeneHa B
nokymente «MacmTabupoBaHe U 0TKa30yCTOWYMBOCTH KoHpurypauu bChy.

2. VCTAHOBKA U HACTPOIKA HADOOP (AMBARI)

2.1. OCHOBHBIE PEKOMEHJALIMM MO MNPEIHACTPOWKE
CEPBEPOB

- Jlna xaxnoro cepBepa B ponu DataNode cneayet noakioyats no otaensnomy HDD.
[IpeanouturensHo oObrunbIe ( HE SSD ) nucku

- Pa3meuars ciemyer TOJILKO OCHOBHOM pasjen 0e3 ucnoib3oBanus LVM

- Hambomnee npenmnoyTuTeaIbHO UCTIONB30BaTh (DailtoBbIe cUCTEMBI ext4, xfs

2.2. HOAI'OTOBKA CEPBEPOB

Ha cepsepe ympasienust d00bsb-adm01 weodxoanmo cosnats ssh kimroun (Ssh-keygen -t rsa)
U BBINOJIHUTE aBTopu3aimio (Ssh-copy-id) Ha Bcex cepBepax kimacrepa hdfs mns GecraponbHOro
Bxoja mo SSH (hd01, hd02, hd03).

[ToakmrOYnTh PENnO3UTOPHIl HA BCEX CEpBEPAX

wget -nv http://public-repo-1.hortonworks.com/ambari/sles12/2.x/updates/2.6.2.0/ambari.repo -O
letc/zypp/repos.d/ambari.repo

2.3. BKJIIOYEHUE 1 CUHXPOHU3ALIUS NTPD-CEPBUCA

JlomkeH ObITh BKITFOUEH M CHHXPOHHM3UPOBaH Ntpd cepBuc

systemctl enable ntpd
systemctl restart ntpd

2.4. PASMETKA JUCKA JJIsI METPUK CEPBEPA YIIPABJIEHUSA

pvcreate /dev/sdb
vgcreate vg_data /dev/sdb

Co3manue pasaena s metpuk Ambari HeoOX0aUMO BBITIOHATE Ha MacTep-cepBepe
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1. 3agaTe pazMep JIOrHUIECKOTO paszena aucka 6onee 15 GB

mkdir /ambary
Ivcreate --name Iv_ambari --size 10G vg_data
mkfs.xfs /dev/vg_data/lv_ambari

2. Tlponmcars B /etc/fstab Touky MmoHTHpOBaHUS

‘ /dev/vg_data/lv_ambari  /ambari xfs defaults 11

3. IlpumoHTHpOBaATH

‘ mount -a
2.5. PASMETKA JUCKA JJis1 CEPBEPOB HBASE, FDFS, DATANODE
1. BremoaHuTts KOMaHAy MJId HadaJia pa3MCTKU BBIACIICHHOI'O JHMCKa
/dev/sdb
fdisk /dev/sdb

Welcome to fdisk (util-linux 2.29.2).
Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table.

2. BbINoNHUTH KOMaHAY AJIs ONy4eHUs: HHGOPMAIUU O JUCKE

Command (m for help): p

Disk /dev/sdb: 35 GiB, 37580963840 bytes, 73400320 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0O size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0xa9c86609

3. BemonauUTh cneayronpe koMaH el B kKoHconu fdisk mis 3amanus
pa3mepa u co3nanus Primary paznena

- Bsectu:n
Command (m for help): n
Partition type
p primary (O primary, O extended, 4 free)
e extended (container for logical partitions)
Select (default p):
- Bsectu: <<Enter>>

Using default response p.
- Bsectu: <<Enter>>

Partition number (1-4, default 1):
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- Beectu: <<Enter>>

First sector (2048-73400319, default 2048):
- BBectu: <<Enter>>

Last sector, +sectors or +size{K,M,G,T,P} (2048-73400319, default 73400319):
- Bectu: <<Enter>>

Created a new partition 1 of type 'Linux' and of size 35 GIiB.

# MNpyn HannuumM yxxe co3gaHHoOM annoBoOK CUCTEMbI, ByaeT NpeasioKeHo nepenmcaTtb
JaHHble. Cornallaemcs
Partition #1 contains a xfs signature.

Do you want to remove the signature? [Y]es/[N]o: Y

The signature will be removed by a write command.
- 3anvwem nusmeHeHus
- Beectm:w

Command (m for help): w

The partition table has been altered.

Calling ioctl() to re-read partition table.

Syncing disks.

4. Teneps MOXHO cO31aTh (AMIOBYIO CUCTEMY U OTPEIAKTHPOBAThH
/etc/fstab nis mocTossHHOrO MOHTUpPOBaHUsA. Co34aTh TUPEKTOPHIO
/hadoop komaH o

mkdir -p /hadoop

5. OtdopmatupoBaTh HOBbIH paznen B XFS

mkfs.xfs /dev/sdbl
meta-data=/dev/sdbl isize=256 agcount=4, agsize=2293696 blks
= sectsz=512 attr=2, projid32bit=1
= crc=0 finobt=0, sparse=0
data = bsize=4096 blocks=9174784, imaxpct=25
= sunit=0 swidth=0 blks
naming =version 2 bsize=4096 ascii-ci=0 ftype=1
log =internal log bsize=4096 blocks=4479, version=2
= sectsz=512 sunit=0 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

6. JloGaBHUTH ciemyroNIyIo CTPOUKY B /etc/fstab

/dev/sdbl /hadoop xfs defaults,noatime 00

7. CMOHTHPOBATh KOMaH/10i

mount —a

8. TIpoBepuM JOCTYITHOCTH

df -h | grep hadoop
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/dev/sdbl 35G 33M 35G 1% /hadoop

2.6. JAVA (JDK1.8.181)

JucTpuOyTUB IS yCTAaHOBKH JOCTYIICH 10 ccbuike: https://portal.rtlabs.ru/~cl8Lr (JDK1.8)

1. Cospgare aupekTopuio s ycranoBku: mkdir /usr/java
2. Tlomoxuth ycranoBouHbIi makeT B /usr/java/jdk-8ul81-linux-x64.rpm

3. BBINOMHUTH CTAaHAAPTHYIO YCTAHOBKY Ha BCEX CEpPBEpax

zypper install /usr/java/jdk-8ul81-linux-x64.rpm -f

4. B X0J€ YCTaHOBKEC IMOATBCPKAAEM BCC IMOJIOXKHUTECIBHO

jdk1.8-2000:1.8.0_181-fcs.x86_64 (Plain RPM files cache): Signature verification failed [4-Signatures public
key is not available]
Abort, retry, ignore? [a/r/i] (a): i

PesyabTaT: JAVA ycraHoBieHa.

2.7. YCTAHOBKA AMBARI-AGENT

1. Bemosnnuth Ha Beex Homax hd01, hd02, hd03 creayrorme koMaH b1

zypper install snappy shappy-devel
zypper install ambari-agent

2. B daiine xoudurypanuu /etc/ambari-agent/conf/ambari-agent.ini ua
BCEX cepBepax ykKasaThb

[server]
hostname=<fgdq cepsepa ambari (d00bsb-adm01)

3. B Guoke [securty] 106aBUTH CTPOKY:
force_https_protocol=PROTOCOL_TLSv1 2.

4. 3amyctuth ambari-agent ¥ BKJIIOYNTH B aBTO3arpy3Ky Ha Beex
cepBepax

systemctl enable ambari-agent
systemctl restart ambari-agent

5. TIposepurs sor /var/log/ambari-agent/ambari-agent.log u yoenuthest
00 ycCIenItHoM 3aIycKke

BHUMAHUE

Coo0mienue Bua «Server at https://t00bsb-hd01t00bsb-hd01:8440 is not reachabley, rooput
0 TOoM, 4TO cepBep ambari He gocTymneH
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2.8. YCTAHOBKA AMBARI-SERVER

1. Bemonuuts Ha Hoge d00bsb-hd01 (mactep cepBepe) KomMaHIy

zypper install ambari-server

2. 3anmycTuTh NEPBOHAYAIBHYIO KOH(PUTYpPaLMIO, BHITIOJHIUB KOMAaH1y

ambari-server setup -j /usr/java/default/jre
Customize user account for ambari-server daemon [y/n] (n)?
BBecTn «n» 1 HaxaTb Knasuy «enter»

Enable Ambari Server to download and install GPL Licensed LZO packages [y/n] (n)?
BBecTn «n» 1 HaxaTb Knasuwy «enter»

Do you accept the Oracle Binary Code License Agreement [y/n] (y)?
BeecTtu «y» 1 HaxaTb knaBsuLy «enter»

Enter advanced database configuration [y/n] (n)?
BeecTtu «n» n HaxaTb Knasuwy «entery»

Configuring database...

Default properties detected. Using built-in database.
Configuring ambari database...

Checking PostgreSQL...

Running initdb: This may take up to a minute.
About to start PostgreSQL

Configuring local database...

Configuring PostgreSQL...

3. Bamyctuts ambari-server, BbIIOJIHUB KOMaHTY:

systemctl restart ambari-server

4. BKIIOYUTH CEPBHC B aBTO3Arpy3Ky, BHINOJIHUB KOMAaHY

‘ systemctl enable ambari-server

2.9. AIMUHUCTPUPOBAHUE AMBARI SERVER

JUig IpOAOIKEHNs YCTAHOBKU M KOH(UTYpalMi OTKPBITH CTPaHUILy aJIMUHUCTPUPOBAHUS
Ambari Server http://d00bsh-adm01:8080/
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http://d00bsb-adm01:8080/

@ toobsb-adm01:8021/views/ADMIN_VIEW/2.6.2.0/INSTANCE/# - O

& Clusters

Welcome to Apache Ambari

No Clusters

a al Provision a cluster, manage who can access the cluster, and customize views for Ambari users.
emote Clusters

Create a Cluster

£ views ;
Use the Install Wizard to select services and configure your cluster

View URLs
Launch Install Wizard

2 user+ Group Management
Users

Groups Manage Users + Groups Deploy Views

Manage the users and groups that can access Ambari Create view instances and grant permissions

2 -+

Users Groups Views

Pucynoxk 1.

Beectu mannbie mis Bxoma (login: admin, password: ***) u mocienoBaTenbHO BBITOJHUTH
Clenyrolne qeHCTBUS:

1. Haxars kHonky «Launch Install Wizard»

@ toobsb-adm01:8021/#/installer/stept o @ Y

N Ambari & admin -

CLUSTER INSTALL WIZARD

Get Started

This wizard will walk you through the cluster installation process. First, start by naming your new cluster.

Name your cluster Learn more

bsh

Pucynoxk 2.

2. 3anate ums knactepa bsb u Haxats kHONIKY «Next»
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@ t00bsb-admo01:8021 - @Y

Ambari & admin

CLUSTER INSTALL WIZARD

Select Version
Get Started

Select Version Select the software version and method of delivery for your cluster. Using a Public Repository requires Internet connectivity.

Using a Local Repository requires you have configured the software in a repository available in your network.

nstall Options

Confirm Hosts

FDP-2.6 | HDP-2.6.5.0~

HDP-2.5

Accumulo 1.7.0
HDP-2.4 Ambari Infra 0.1.0
Ambari Metrics 0.1.0
Atlas 0.8.0
Druid 0.10.1
Falcon 0.10.0
umn Flume 15.2

© Use Public Repository

Use Local Repository

Repositories

Provide Base URLs for the Operating Systems you are configuring.

0s Name Base URL + Add ~
HDP-2.6 http://public-repo-1.hortonworks.com/HDP/sles12/2 x/up -
susel2
Remove
HDP-UTILS-1.1.0.22 http://public-repo-1.hortonworks.com/HDP-UTILS-1.1.0.

Skip Repository Base URL validation (Advanced) @
Use RedHat Satellite/Spacewalk @

Pucynoxk 3.

3. Brioparts Bepcuto HDP-2.6, Beiopath «Use Public Repository» u
yIATUTh WHBIE PEITO3UTOPUH, BCe kKpoMme SUsSe 12. HaxaTh KHOTIKY
«Nexty
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@ toobsb-adm01:8021/#/installer/step2 - @B

Ambari & admin

CLUSTER INSTALL WIZARD

Install Options

Get Started

Select Version Enter the list of hosts to be included in the cluster and provide your SSH key.

Install Options
Target Hosts
onfirm Hosts

Enter a list of hosts using the Fully Qualified Domain Name (FQDN), one per line. Or use Patiern Expressions

100bsb-hd01
asters 100hsb-hd02
100bsb-hd03

Host Registration Information
© Provide your SSH Private Key to automatically register hosts
Browse... | No file selected.

L3ZQK8bLNRbyNEL5LSXdaNTNRBNAMI Yk JZgOYnZ rwqy+PBRy +XtmoQW7pzN
39tV

ryidcOmaEt0150LPK7ROXdYNUCDg6TGNEteqLTis6tgvpkZembSy

----- END RSA PRIVATE KEY-----

SSH User Account root

SSH Port Number 22

Perform manual registration on hosts and do not use SSH

~ Back | Register and Confirm — |

Pucynok 4.

4. Bmwucats hostname Bcex cepBepoB kinactepa hdfs B o6macts «Target
Hosts»

5. Tlomyuuts NpUBaTHBIN KIIIOY ¢ cepBepa ynpasienus Ambari (cat
~/.ssh/id_rsa) u BcraBuTh B obsacth «SSH Private Keyy». Haxatp
kHomky «Register and Confirmy

6. VYOemutbes B TOM, uTo hostname mpucyrcrByrot B /etc/hosts. Haxars
KHONKY «OK».

[MoarBepmuth cornacuem coobrienue Buaa « The following hostnames are not valid FQDNs»
Haunércs ycraHoBka u peructpanus Hoq B ambari-server. Jloxxaatecs cratyca «SUCCESS»
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O

@ toobsb-admo1:8021/#/installer/step3

& admin ~

Ambari

CLUSTER INSTALL WIZARD

Confirm Hosts

t Versio Registering your hosts.
Please confirm the host list and remove any hosts that you do not want to include in the cluster.

Show: EIRE | Installing (0) | Reqistering (3) | Success (0) | Eail (O

Host Progress Status Action
i . P 100bsb-hd01 Registering il Remove
elSanice 100bsh-hdo2 Registering # Remove
Review 100bsb-hdo3 Reqgistering B Remove

Test Show:| 25 :I 1-302 M € 2 M

~ Back

Pucynok 5.
7. TlonTBepauTth qO0OaBIIEHUE XOCTOB U HAXKATh KHONKY «Nexty

BHUMAHUE

B citydae manmuus ommOok npu nodasieHuu xocra B kiacrep HDP Heo6xoanmo:
e yI0CTOBEPUTHCS, uTO BKItoueH Ambari Agent

® yI0CTOBEpUTHCS, uTO BKIOueH NTPD
e orxiroueHsl THP u FireWall
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(@ toobsb-admo1:s o @1y

I U OY ST WIS
Get Started

Select Version Choose which services you want to install on your cluster.

Install Options

ST [ Service Version Description
HDFS 2.7.3 Apache Hadoop Distributed File System
Assign Masters YARN + MapReduce2 2.7.3 Apache Hadoop NextGen MapReduce (YARN)
Assigr es and Clients X X i
Tez 0.7.0 Tez is the next generation Hadoop Query Processing framework written on top
Customize of YARN.
Hive 1.2.1000 Data warehouse system for ad-hoc queries & analysis of large datasets and

gl table & storage management service
1508

HBase 1.1.2 A Non-relational distributed database, plus Phoenix, a high performance SQL
layer for low latency applications.

sSumr

Pig 0.16.0 Scripting platform for analyzing large datasets

Sqoop 1.4.6 Tool for transterring bulk data between Apache Hadoop and structured data
stores such as relational databases

Oozie 4.2.0 System for workflow coordination and execution of Apache Hadoop jobs. This
also includes the installation of the optional Oozie Web Console which relies on
and will install the ExtJS Library.

ZooKeeper 3.4.6 Centralized service which provides highly reliable distributed coordination
Falcon 0.10.0 Data management and processing platform
Storm 1.1.0 Apache Hadoop Stream processing framework
Flume 1.5.2 A distributed service for collecting, aggregating, and moving large amounts of

streaming data into HDFS

Accumulo 1.7.0 Robust, scalable, high performance distributed key/value store.
Ambari Infra 0.1.0 Core shared service used by Ambari managed components.
Ambari Metrics 0.1.0 A system for metrics collection that provides storage and retrieval capability for

metrics collected from the cluster

Atlas 0.8.0 Atlas Metadata and Governance platform

Pucynox 6.

8. BriOparts cepucel HDFS, Hbase, Zookeeper, Ambari Metrics. Haxatp
KHOIIKY «Next»
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CLUSTER INSTALL WIZARD

Get Started
Select Version

Install Options

Assign Masters

Assign master components to hosts you want to run them on.

NameNode: = t00bsb-hd01 (3.5 GB, 2 cores) j 100bsh-hd01 (3.5 GB, 2 cores)
Confirm Hosts i !
Choose Services SNameNode: | t00bsb-hd02 (3.5 GB, 2 cores) j

Assign Masters

Metrics Collector ] Activity Analyzer

Activity Explorer [l HST Server

i I = HBase Master: | t00bsb-hd01 (3.5 GB, 2 cores) ~| €
Assign Slaves and Clients
Customize Services ZooKeeper Server: | 100bsb-hd01 (3.5 GB, 2 cores) | @ 100bsb-hdD2 (3.5 GB, 2 cores)
e ZooKeeper Server: | t00bsb-hd03 (3.5 GB, 2 cores) ~| @

istall, Start and Tes
N 100bsh-hd03 (3.5 GB, 2 cores)
Summary ZooKeeper Server: | t00bsb-hd02 (3.5 GB, 2 cores) ~| @

Grafana:

t00bsh-hdo1 (3.5 GB, 2 cores) j

Metrics Collector: | t00bsb-hd01 (3.5 GB, 2 cores) ~| @B
Activity Analyzer: | t00bsb-hd01 (3.5 GB, 2 cores) ~| @B
Activity Explorer: | t00bsb-hd01 (3.5 GB, 2 cores) ~| @B

HST Server:

~ Back

t00bsh-hdo1 (3.5 GB, 2 cores) j

Pucynok 7.

ZooKeeper Server

9. Ha crpanune «Assign Masters» yoemutbcst B ToM, uto Zookeeper

Server orMedeH Ha 3X pa3HBIX cepBepax:

e NameNode nomkHa O6bITh pactonokeHa Ha Hoae hd01

e SNameNode momkHa ObITh pacmosioskeHa Ha Hoje hd02
e Jlns Metrics Colector BeiGupats Hoy admO01

Haxartp kHONIKY «Next»

Ambari

CLUSTER INSTALL WIZARD

& admin

Assign Slaves and Clients

Get Started

Assign slave and client components to hosts you want to run them on.
Hosts that are assigned master components are shown with #*.
"Client" will install HDFS Client, HBase Client and ZooKeeper Client.

Select Version
Install Options

Confirm Hosts

Choose Services Host all | none all | none all | none all | none all | none
Assign Masters 100bsb-hd01 # DataNode NFSGateway RegionServer Phoenix Query Server Client
ssign Slaves a ients .

G S S (| (Tl 100bsb-hd02 # DataMNode NFSGateway RegionServer Phoenix Query Server Client
Customize Services

100bsb-hd03# DataMNode NFSGateway RegionServer Phoenix Query Server Client
nstall, Start and Test

Show:| 25 :l 1303 W € 3 M

summary

~ Back

Pucynok 8.
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10. Ha ctpanwure «Assign Slave and Clients» yoeauTbcs B TOM, 4TO

orMeuensl (akku s Hoabl hd03: DataNode, RegionServer, Client.

Haxatp kHONIKY «INext»

Get Started

Select Version

Install Options

Confirm Hosis

Choose Services

Assign Masters

Assign Slaves and Clients

Customize Services

Customize Services

We have come up with recommended configurations for the services you selected. Customize them as you see fit.

HDFS HBase ZooKeeper Ambari Metrics @

Group | Default (3) ~ Manage Config Groups

Settings =~ Advanced

NameNode

MameNode directories

/hadoop/hdis/namencde

NameNode Java heap size

NameNode Server threads

Pucynok 9.

11. Bo Bknaake HDFS ybenuthcs, uTo:

NameNode umeer nyts: /hadoop/hdfs/namenode
DataNode umeer nyts: /hadoop/hdfs/data

SmartSense @  Misc

DataNode

DataNode directories

Ihadoop/hdfs/data

DataMode failed disk tolerance

DataNode maximum Java heap size

12. Ha Bxmagke Ambari Metrics 3agats maposu mist Ambari Metrics
(Bkmaaka Genereal)

13. Ha crpanure «Ambari Metrics» Bxnaaku «General» 3agates mytu B

Metrics Collector log dir (/ambari/ambari-metrics-collector)
Metrics Monitor log dir (/ambari/ambari-metrics-monitor)

14. Pa3Bepuyth «Advanced ams-hbase-site» u nmepeonpenenutsb

hbase.rootdir= (file:///ambari/ambari-metrics-collector/hbase)

hbase.tmp.dir=/ambari/ambari-metrics-collector/hbase-tmp
Aggregator checkpoint directory (fambari/ambari-metrics-collector/checkpoint)

15. Haxats There is 1 configuration change in 1 service Show Details.

[TonTBepauTh, KIUKHYB KHOTIKY «OK)

e Ha Brimagke SmartSense (Basic) nepeonpenenuts aupekropuro /var/lib/smartsense >

/ambari B Tpex momsx coriacHo Pucynky 10
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file:///F:/ambari/ambari-metrics-collector/hbase
http://t00bsb-adm01:8021/

Group | Default(1l) -« Manage Config Groups -

Basic Data Capture Operations Gateway Activity Analysis  Advanced

SmartSense Account Local Storage
Customer account name Bundle storage directory
unspecified lambari/hst-server/data
SmartSense 1D Server temporary data directory
unspecified /ambari/hst-server/tmp
Motification Email .ﬂ-.gem tempaorary data tlirec:tory
unspecified Jambari/hst-agent/data/tmp

Enable Flex Subscription

Pucynok 10.
16. Bo Brmaake Activity Analysis 3agate napois aas admin

HaCTpOﬁKH MOKHO OCTAaBUTb 110 YMOJIYaHHUIO.

Kondurypanus rotoa, MoKHO 3alycTUTh ycTaHOBKY. Haxats kHONKY «Nexty.
[MoaTBepIUTh, MPOUTHOPUPOBAB TPEIYIPEKICHHS, HaXkaB KHONIKY «Proceed Anyway».
Yoenutbes, uro REWieV cOOTBETCTBYET ycTaHOBKAM, 3alyCTUM HHCTaUIsui0 «Deployy.

17. Tlocne 3aBepinieHUs BCEX NEHCTBUM BBIMOJHUTH HA CEPBEPax

python /usr/lib/ambari-agent/lib/ambari_agent/HostCleanup.py --silent --skip=users

BHUMAHME
Beposttabrii kot oudanorek libsnappyl-1.1.3-1.2.x86_64. (DataNode Install)

I[J'ISI PCIICHHMA BBIIIOJHUTDL HA HpO6J’I€MHI)IX HOJaXx

‘ zypper remove snappy shappy-devel; zypper install snappy snappy-devel

[ToBTOPUTH YCTAaHOBKY C MOMEHTa OCTaHOBKH. Haxath KHONIKY «Retry».
Hasxartp xHomky «Completey.
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Summary

Here is the summary of the install process.

The cluster consists of 1 hosts
Installed and started services successfully on 1 new host
Master services installed
SNameNode installed on t00bsb-hd01
NameNode installed on t00bsb-hd01
HBase Master installed on t00bsb-hd01
All services started
All tests passed
Install and start completed in 10 minutes and 27 seconds

Pucynoxk 11.

Pe3yabTar: YcraHoBka 3aBeplieHa.

[Tocne ycTaHOBKM TepedTH Ha TIIaBHYIO cTpaHuily. Ha Heil cineBa BbIOpaTh SmartSense,
Ha)KaTh KHOMIKY «Service Actions» u BEIOpath «Stopy, a 3atem — «Delete Servicey.

Ocranoce moaroroButs cxemy B HBASE. [lns 3Toro Heo6XoaumMo BBIOTHHUTD CIEAYIOIINI
ckpunrt Ha cepBepe HBase (d00bsb-hd01)

#!/bin/sh
## table names
declare -a table_names=("bioData;['bioFile']")

function tableExists {
echo "Table <$1> already exists."

}

function createTable {
echo "Table <$1> does not exist."
echo "Creating the Table <$1>"

echo "create '$1', $2" | hbase shell > log 2>&1
cat log | grep -q '0 row(s) in'

if [$? = 0]; then
echo "Table <$1> created successfully."
else
echo "Table <$1> is not created."
fi

## iterating table names and checking table already exists. if does not exist creating table.
for i in "${table_names[@]}"
do
## splitting the table based on ';'. First argument will be 'table_name' and second argument will be
‘column_families'
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set -- "$i"
IFS=";"; declare -a table_name_info=($*)

echo nn
echo "Checking the table <${table_name_info[0]}> exists or not"
echo nn

echo "exists '${table_name_info[0]}"" | hbase shell > log 2>&1
cat log | grep -q 'Table '${table_name_info[0]}' does exist'

if [$? =0 ]; then
tableExists ${table_name_info[O]}
else

createTable ${table_name_info[0]} ${table_name_info[1]}
fi
done

## deleting the log file.
rm -rf log

echo ™

echo "done."

exit

JlosknaThesl BRIBOAA COOOIICHHS

Checking the table <bioData> exists or not

Table <bioData> does not exist.
Creating the Table <bioData>

Table <bioData> created successfully.

done.

3. YCTAHOBKA M HACTPOMKA POSTGRESQL 10
3.1. MMOATI'OTOBKA CEPBEPOB PGSQL

3.1.1. Pa3zmeTka qucKa M0 CTAHAAPTY

HeO6XOI[I/IMO BBITIOJIHUTBL Pa3MCTKY, (I)OpMaTI/IpOBaHI/Ie JUCKa U IMOAKIIOYCHHUE K CUCTEMC B
CICOYIOIIEM IMOPAAKE:

1. Co3gate pa3Mepsl U BBIIOJIHUTH (POPMATUPOBAHHE

pvcreate /dev/sdb ;

vgcreate vg_postgres /dev/sdb ;

Ivcreate --name Iv_u01 --size 5G vg_postgres *
Ivcreate --name Iv_main -| 100%FREE vg_postgres ;
mkfs.xfs /dev/imapper/vg_postgres-lv_u01 ;

mkfs.xfs /dev/imapper/vg_postgres-lv_main ;

2. Tlocne co3manus ¢ailyioBOi CHCTEMBI B KOHIIE TIPOITMCHIBAEM
NOCTOsTHHBIC 3anucH B /etc/fstab
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/dev/vg_postgres/lv_u01l /u01 xfs defaults 11
/dev/vg_postgres/lv_main /u0l/postgres/main  xfs defaults 11

3. CO3I[aTB TOYKHW MOHTUPOBAHMHA. MOHTHpOBaHI/Ie HGO6XOI[I/IMO
OCYIIECTBIIATH ITOCIIEA0BATEIIEHO

mkdir /Ju01 && mount /u01; mkdir /u01/postgres/main -p && mount -a

4. TlpoBepuTb, YTO AOCTYIHOE MECTO KOPPEKTHO OMPEIEIUIOCH B
pa3MeTke KOMaHIou

df -h

/dev/imapper/vg_postgres-lv_u01 5,0G 33M 5,0G 1% /u01
/dev/imapper/vg_postgres-lv_main 59G 33M 59G 1% /u01/postgres/main

3.1.2. YcTaHOBKA MaKeTOB M HACTPOiiKa 0a3bl JTaHHBIX

1. Hepez[ YCTaHOBKOﬁ HeO6XOI[I/IMO IOAKIIFOYUTD PCIIO3UTOPUHU ITAKETOB

zypper ar -f https://download.postgresqgl.org/pub/repos/zypp/repo/padg-sles-10.repo

2. Jlnst obGecrieueHus BCEX 3aBUCHMOCTEH HEOOXOAMMO BKITIOUUTH B Yast2

“Suse Linux Enterprise Software Development Kit 12 SP3 x86_64, SUSE Linux Enterprise

High Availability Extension 12 SP3 x86_64, SUSE Package Hub 12 SP3 x86_64

3. Brionsuts

SUSEConnect -p sle-sdk/12.3/x86_64 ;
SUSEConnect -p PackageHub/12.3/x86_64 ;

4. YcTaHOBUTH IJIATHBIE PACILIUPEHUS

SUSEConnect -p sle-ha/12.3/x86_64 -r <pernctpaumoHHbIN Kog> ;

3.2 YCTAHOBKA POSTGRESQL 10

BEIOIHUTE B KOHCOJIN KOMaHOy

zypper install postgresql10 postgresql10-contrib postgresql10-server postgresql10-devel

1. Tlepenectu maHHbIe TOJL30BATENS POSIYreS B BHIACICHHYIO
JUPEKTOPUIO

usermod -d /uOl/postgres postgres
cp -f letc/skel/.bash* /uO1/postgres/
chown -R postgres: /u0l/postgres

2. Jlns yKa3aHUWs BBIIEIIEHHOTO pa3JieNa Mpy 3amycKe s TaHHBIX
PGSQL cnenyer co3nats daiin /etc/systemd/system/postgresql-
10.service.d/override.conf ¢ conepxanuem
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[Service]
Environment=PGDATA=/u01/postgres/main/pgdata
ExecStart=

ExecStart=/usr/pgsql-10/bin/postmaster -D ${PGDATA}

HJ’I?I 3TOI'O BBIIIOJIHHUTH

mkdir /etc/systemd/system/postgresql-10.service.d;

cat <<EOF >/etc/systemd/system/postgresql-10.service.d/override.conf
[Service]

Environment=PGDATA=/u01/postgres/main/pgdata

ExecStart=

ExecStart=/usr/pgsql-10/bin/postmaster -D ${PGDATA}

EOF

3. Tlepeuntath KoHHrypamuio systemd

systemctl daemon-reload

4. TlepexitounThCsl B MOJIb30BaTeNs POStgres

su - postgres;

BHUMAHUE

Iepen co3manuem BJ] HeoOxoaumo mpuBectu ~/.bash_profile B Takoit Bu

[ -f /etc/profile ] && source /etc/profile
PGDATA=/u01/postgres/main/pgdata

export PGDATA

export PATH=$PATH:/usr/pgsql-10/bin

# If you want to customize your settings,

# Use the file below. This is not overridden

# by the RPMS.

[ -f varl/lib/pgsql/.pgsql_profile ] && source /var/lib/pgsql/.pgsql_profile

5. Co3znats nycryro 0a3zy JaHHBIX

[Tepeuntath okpysxeHue source ~/.bash_profile
[poseputs echo $PGDATA

‘ /u01/postgres/main/pgdata

Brimoanuts

‘ initdb --locale=ru_RU.utf8 --data-checksums
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3.3. KOH®UHI'YPALIUSA BA3bI JAHHBIX
1. B nepByro ouepear HEOOXOAMMO MPOMKCATh BCE CETEBBIC pa3pelICHHUS
Juts noakiroueHus B paiie /u0l/postgres/main/pgdata/pg_hba.conf

2. Tloncers 192.168.3.0/24 He0OXOAUMO 3aMEHHUTH B COOTBETCTBUU C
peanbHOI

3. Crtpoxka pa3penieHus MOAKIFOYCHUS IS TOTb30BATENs IPUIIOKCHHS
BSB u npunoxenus luna

# TYPE DATABASE USER ADDRESS METHOD
# IPv4 local connections:

host faceis_db faceis 192.168.3.0/24 md5

host faceis_ui faceis 192.168.3.0/24 md5

host admin_faceis_db faceis 192.168.3.0/24 md5

host  bsb bsb 192.168.3.0/24 md5

4. Crenyromnue CTpOKH JTOJIKHBI HAXOJUTHCS B KOHILIE (haiina

# Replication:

# IPv4 local connections:

host all postgres 192.168.3.0/24 md5

# IPv4 local connections:

host postgres db_backup 192.168.3.0/24 md5

# IPv4 local connections:

host replication db_backup 192.168.3.0/24 trust

# IPv4 local connections:

host replication db_replication 192.168.3.0/24 trust
# IPv4 local connections:

host replication db_replication 192.168.3.0/24 trust
# IPv4 local connections:

host replication db_replication 192.168.3.0/24 trust

5. ®aiin koudurypanuu /u0l/postgres/main/pgdata/postgresql.conf
ClIEAyET MPUBECTH K CIIEAYIOIIEMY BUIY

# MapameTpbl PostgreSQL 9.6 (CooTBeTcTBYIOT CTaHAapTy v1.5+)
# Pacnpegenexve namatn ana 8GB

# FILE LOCATIONS

data_directory = '/uQl/postgres/main/pgdata’

# hba_file = '{{postgresql_hba_file}}'

# ident_file = '{{postgresqgl_ident_file}}'

# CONNECTIONS AND AUTHENTICATION

# - Connection Settings -

listen_addresses ="'
port = 5432
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max_connections = 500
# - Security and Authentication -

# - TCP Keepalives -

# RESOURCE USAGE (except WAL)
# - Memory -

shared_buffers = 2GB

work_mem = 16MB
maintenance_work_mem = 512MB
autovacuum_work_mem = 256MB

# - Kernel Resource Usage -

shared_preload_libraries = 'pg_stat_statements'

# WRITE AHEAD LOG

# - Settings -

wal_level = replica

fsync = on
synchronous_commit = on

# - Checkpoints -
checkpoint_timeout = 30min
max_wal_size = 4GB
min_wal_size = 1GB
checkpoint_completion_target = 0.9
checkpoint_warning = 60s

# - Archiving -

archive_mode = on
archive_command = '/bin/true’
archive_timeout = 600

# REPLICATION

# - Sending Server(s) -

max_wal_senders = 10
wal_keep_segments = 1000

# - Master Server -

# - Standby Servers -
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hot_standby = on

# QUERY TUNING
# - Planner Method Configuration -
# - Planner Cost Constants -

effective_cache_size = 3GB

# ERROR REPORTING AND LOGGING
# - Where to Log -

log_destination = 'stderr’

log_directory = 'pg_log'

logging_collector = on

log_directory = '/var/log/postgres’

log_filename = 'postgresql-%Y-%m-%d_%H%M%S.log'
log_file_mode ='0600'

log_truncate_on_rotation = off

log_rotation_age = 1d

log_rotation_size =0

# - When to Log -
log_min_duration_statement = '250'
# - What to Log -

log_checkpoints = on
log_connections = on
log_disconnections = on
log_line_prefix = '%t [%p] %q%h %a Y%ou@%d '
log_lock_waits = on

log_statement = 'ddI'
log_replication_commands = on
log_temp_files =0

# RUNTIME STATISTICS

# - Query/Index Statistics Collector -

track_io_timing = on

# AUTOVACUUM PARAMETERS

autovacuum = on
log_autovacuum_min_duration = 60000
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autovacuum_max_workers = 3
autovacuum_vacuum_scale factor = 0.01
autovacuum_analyze scale_factor = 0.05
# CLIENT CONNECTION DEFAULTS

# - Locale and Formatting -

Ic_messages ='en_US.UTF-8'

# CUSTOMIZED OPTIONS

# Add settings for extensions here

# - pg_stat_statements -
pg_stat_statements.track = 'top'

pg_stat_statements.max = 10000’
pg_stat_statements.track_utility = 'off'

3.4. MEPE3AITYCK CEPBUCA JIJISI TIPUMEHEHUSI KOH®UT' YPALIUI

[Tepezarpy3ka cepBrca sl MPUMEHEHUS KOHPUTYpAllUid OCYIIECTBISICTCS KOMaHI0H

‘ systemctl restart postgresql-10;

J'II/I60, BBINIOJITHUMB B KOHCOJIM 1O I10JIb30BAaTCICM pOStgres, KOMaHOy

‘ psql -c "SELECT pg_reload_conf();"

3.5. CKPUIT AJS1 CO3JAHUSI CUCTEMHBIX WU TIPUKJAJIHBIX
MOJIB3OATEJIEN

ITonxmrouaemcs k b/ mokanbHO
BBINOIHUTE B KOHCOJIM KOMaHy

psql

BEGIN;
-- Co30aHue cmaHOapmHbIX ponel

-- Ponb 0ns nodknroyeHus k B[] nepcoHanusuposaHHbIX rosb3oeamersiel
CREATE ROLE user_connect;
COMMENT ON ROLE user_connect

IS 'Pa3pelwueHune Ha nogkntoyeHue k B[ ¢ agpecor 0.0.0.0/0';

-- Pornb 0551 ebi0ayu paspelweHul cucmemam MOHUMOpUHaa
CREATE ROLE monitoring_role;
COMMENT ON ROLE monitoring_role

IS 'Pa3pewieHus gnsa cucteM MOHUTOPUHra';

Crpannna 26 u3 46



-- Monb3osamerib Onsi pe3ep8HO20 KOMUPO8aHUSs
CREATE ROLE db_backup LOGIN

ENCRYPTED PASSWORD 'md5c940ad9213634f663c1dc725367f5150° REPLICATION;
COMMENT ON ROLE db_backup IS 'Pe3epBHOe KONMpoBaHUe';

-- [Nonib308amernb Orisi pennukayuu
CREATE ROLE db_replication LOGIN

ENCRYPTED PASSWORD 'md5f7cdb91bd94492806374fbd6c539d9d7' REPLICATION;
COMMENT ON ROLE db_replication IS 'Pennukauus’;

-- Grant on database

REVOKE ALL ON DATABASE postgres FROM public;
GRANT CONNECT, TEMPORARY ON DATABASE postgres TO monitoring role;
GRANT CONNECT, TEMPORARY ON DATABASE postgres TO db_backup;

-- Cos0aHue ripuknadHbix posneu

-- [Monb3osamernbk Luna

create role faceis LOGIN PASSWORD 'faceis";
COMMENT ON ROLE faceis IS 'Monb3oBatens Luna’;

-- [Nonb3osamersib bsb
create role bsb LOGIN PASSWORD 'bsb';
COMMENT ON ROLE bsb IS 'Tlonb3oBartenb BSB';

COMMIT,;

[Taposnu faceis, bsb cienyer uaMeHUTh Ha peabHbIC
3.5.1.Co3nanmne 6a3nl mannbix bsb, faceis_db

Boittu B B/] noa cucTeMHBIM MOJIB30BATEIIEM

psql -c "CREATE DATABASE bsb OWNER bsb; "

psql -c "CREATE DATABASE faceis_db OWNER faceis; "

psql -c "CREATE DATABASE admin_faceis_db OWNER faceis; "
psql -c "CREATE DATABASE faceis_ui OWNER faceis; "

4. YCTAHOBKA U HACTPOMKA RABBITMQ

CepBepa ouepeneid s 006paboTku ouepenel 3amaHuil kommoHeHTOB Fe u Be, tak xe
obecreunBaroT B3aumoeiicraue luna.

4.1. HOAI'OTOBKA CEPBEPOB

1. TlpeaBapuTenbHO HEOOXOIMMO MOAKIIOYUTH PEo3uTOpHii erlang

zypper ar -f
http://download.opensuse.org/repositories/devel:./languages:/erlang/SLE_12/devel:languages:erlang.repo

2. YCTaHOBUTH 3aBUCUMOCTH

zypper install erlang-20.3.8.6-12.1.x86_64

4.2. PABSMETKA ITUCKA

pvcreate /dev/sdb;
vgcreate vg_data /dev/sdb;
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Ivcreate --name Iv_log --size 10G vg_data;
Ivcreate --name Iv_rabbit -I100%FREE vg_data;

mkfs.xfs /dev/vg_data/lv_log;
mkfs.xfs /dev/vg_data/lv_rabbitmg;

1. CO3I[aTB COOTBETCTBYIOINHUE JUPEKTOPHUH KOMaHIaMU

mkdir /var/lib/rabbitmq
mkdir /var/log/rabbitmq

2. Tlpommcats 3amicy IS TOCTOSSHHOTO MOHTHPOBAHUSI, 100aBUB B
KoHerr (aiina /etc/fstab crpoku

/dev/vg_data/lv_rabbitmq /var/lib/rabbitmq xfs defaults 11
/dev/vg_data/lv_log /var/log/rabbitmq xfs defaults 11

3. CMOHTHpOBaTh pa3eiabl KOMaHI0H

mount -a

4.3. YCTAHOBKA RABBITMQ

YcranoButs [10 rabbitmq, BEITIOIHUB B KOHCOJIH

zypper install https://dl.bintray.com/rabbitmg/all/rabbitmq-server/3.7.8/rabbitmqg-server-3.7.8-
1.suse.noarch.rpm

1. Ckauarh IUTardH U pacrakoBath B manky rabbitmg komangamu

wget https://dl.bintray.com/rabbitmg/community-
plugins/3.7.x/rabbitmg_delayed message exchange/rabbitmg delayed message exchange-20171201-

3.7.x.zip

unzip rabbitmqg_delayed_message_exchange-20171201-3.7.x.zip -d /usr/lib/rabbitmg/lib/rabbitmq_server-
3.7.8/plugins

2. TlonkmrounTh TUIATWHBEI B OpOKepe, 3aIyCTUTh M BKIIIOYHUTD
aBTO3arpy3Ky

rabbitmq-plugins enable rabbitmg_management ;
rabbitmq-plugins enable rabbitmqg_delayed _message_exchange ;
systemctl restart rabbitmqg-server ;

systemctl enable rabbitmg-server ;

4.4. MNOAKJJIIOYEHHUE LUNA

1. T[onyuuts paciimpeHHbIE MpaBa U AOCTYI K YTUIUTE YIIPaBICHUS

find /var/lib/rabbitmg/ -name 'rabbitmgadmin’ -exec chmod 0777 {} \;
PATH="$PATH:/var/lib/rabbitmg/mnesia/rabbit@ hostname -s’-plugins-expand/rabbitmg_management-rpm
-ga | grep rabbitmq | cut -d - -f 3*/priviwwwi/cli/" ;
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2. Co3spmaBath nosnb3oBares luna u Ha3HAYNTH €My paCIIMPEHHBIC TIpaBa

rabbitmqctl add_user luna luna;
rabbitmqctl set_user_tags luna administrator;
rabbitmqctl set_permissions -p / luna " *" "*" " *";

3. Coznmarp B KOHGUTYpaIuu OpoKepa HEOOXOIUMBIE OUEPEIN TS
AKCTPAKIIUN ¥ MAaTYMHTA, a TAKXKE CIIY)KObI 0OOMeHa It
KOMMYHHKAITUH MKy KOMIIOHEHTAMU

rabbitmgadmin -u luna -p luna declare exchange name=luna.extract type=direct;
rabbitmgadmin -u luna -p luna declare exchange name=luna.match type=direct;
rabbitmgadmin -u luna -p luna declare queue name=extractor durable=false auto_delete=true;
rabbitmgadmin -u luna -p luna declare queue name=matcher durable=false auto_delete=true;

4. Co3zpmaauM nosb3oBaress bsb u Ha3HauMM eMy paciiMpeHHbIe IpaBa

rabbitmqctl add_user bsb bsb;
rabbitmqctl set_user_tags bsb administrator;
rabbitmqctl set_permissions -p / bsh ".*" " *" " *"

5. YCTAHOBKA U HACTPOMKA LUNA STACK

Jyis momHOTO (YHKIIMOHUPOBAHUS JJAHHOTO pelieHus Heooxoauma vactpoernHas bJI PGSQL,
u cepBepa ouepeneii RabbitMQ.

HcnpaBneHHbIi TUCTPUOYTUB luna_v.2.7.2.zip JOCTYTICH o CCBUIKE
https://portal.rtlabs.ru/~OfJ7k. TTaponb nepeaaéres mo 3anpocy.

5.1. IHOAI'OTOBKA CEPBEPOB

1. VYcranoButh perno3utopuii epel

yum install epel-release

2. I[anee HeO6XOI[I/IMO YCTAHOBUTBH 3aBUCUMOCTHU

yum -y --nogpgcheck install boost-system boost-chrono jemalloc libexif gpid-cpp-client boost-context boost-
regex boost-thread double-conversion-devel glog libevent pyOpenSSL gcc ImageMagick-devel python36
python36-devel python36-setuptools python-virtualenv

5.2. PASMETKA JTUCKA

1. BBIMOSHUTH KOMaHAY JJIS CO3/IaHUSI TUCKOBOTO pa3jiesia

pvcreate /dev/sdb;

vgcreate vg_data;

Iv_create --name Iv_luna -1100%FREE vg_data;
mkfs.xfs /dev/vg_data/lv_luna;

mkdir -p /var/lib/luna;

2. Tlocne co3manus ¢aittoBOi CHCTEMBI B KOHIIE TIPOITACATh MTOCTOSHHBIE
3anucy B /etc/fstab u MoHTHpOBaTH
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| /devivg_data/lv_luna  /var/lib/luna xfs  defaults 00 |

3. CMOHTHpOBATh

‘ mount -a; ‘

5.3. YCTAHOBKA LUNA

1. Tlepenectu auctpubytus luna_v.2.7.2.zip ua cepep d00bsb-vI01 u
pacrakoBath B Karayore /var/lib/luna

cd /var/lib/luna ;
unzip luna_v.2.7.2.zip -d /var/lib/luna/

2. Co3naTh CUMBOJIHMYECKYIO CCBUIKY

In -s /var/lib/luna/luna_v.2.7.2 /var/lib/luna/current

3. Ckomuposath Systemd cepsucer Luna

cp /varllib/luna/current/extras/systemd/luna-*.service /etc/systemd/system/ ;
systemctl daemon-reload ;

4. VYcranoButs 110 npoBepku auneH3uu:

yum -y install /var/lib/luna/current/extras/rpms/haspd-*.rpm /var/lib/luna/current/extras/rpms/tbb*.rpm
Ivarl/lib/luna/current/extras/rpms/aerospike*/*.rpm ;

5. JlobaBum cepBuCH Systemd B aBTO3arpy3Kky

systemctl daemon-reload
systemctl start aksusbd
systemctl enable aksushd

5.4. YCTAHOBKA JIMIHEH3UN

1. ®aiin munensun Unlocked_*.v2¢ ckonupoBath Ha cepBep B
JMPEKTOPHUIO /OOt U BBIOJIHUTD KOMAHIY

find /root/ -type f -name "Unlocked_*.v2c" -exec hasp_update u {} \;

5.5. KOH®UI'YPUPOBAHUE AEROSPIKE DB

1. Cxonmpyem MoAroToBICHHBIH KOHPUTYPALIMOHHBIN (aili u
HOJTBEPAKIAEM 3aMEHY

cp /var/lib/luna/current/extras/aerospike.conf /etc/aerospike/
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2. KoudurypannoHHsi# (haii ciieryeT MpUBECTH K TAKOMY BHLY, C
Y4€TOM THOKOTO TOPU30HUTAIBHOIO MacIITa0MpPOBAHHUS

aerospike.conf

3. IlapameTpsl B KOHPUTYpaAITMOHHOM (aiiie He0OX0UMO U3MEHHUTH B
COOTBETCTBUU

- address _hostname_ ( Heobxoaumo ykasats fqdn peansHoro cepsepa
Ha KOTOPOM 3aIycKaeTcs aerospike

- replication-factor 2 ( JloiwkeH paBHATBHCS KOJIMYECTBY HOJI B KJIaCTEpe

- file /var/lib/luna/aerospike/data/luna.dat ( Pexomenayercs
PACIIOJIOKUTE HA BBIACIICHHOM pa3JiClIC AMCKa )

4. Co3marh TUPEKTOPHIO U TaHHBIX Aerospike KoMaHI0M
mkdir -p /var/lib/luna/aerospike/data

5. Co3narh TUPEKTOPHIO JISI JIOTOB
mkdir -p /var/log/aerospike

6. 3amyctuth Aerospike DB, BbINOJHHB KOMaHIbI

systemctl restart aerospike ;
systemctl enable aerospike ;

5.6. HACTPOMKA LUNA

5.6.1. LUNA-API

1. VYcranosurts pip, wheel, setuptools

python $(find /var/lib/luna/current/extras/requirements/common -name "*pip*')/pip install
Ivar/lib/luna/current/extras/requirements/common/*

2. Co3znarh BUPTyaJIbHOE OKPYKEHHE

virtualenv /var/lib/luna/current/venv -p /usr/bin/python36

3. YcranoButh 3aBucuMocTH 115 luna-api

source /var/lib/luna/current/venv/bin/activate ;
cd /var/lib/luna/current/luna-api ;
pip install -r requirements.txt /var/lib/luna/current/extras/requirements/luna-api/*

4. Tlepen 3amonHeHueM cTpykTypbl b/l He00X0AUMO 3aMEHUTD
KOH(UTYpallMOHHBIN (aiin

Ivar/lib/luna/current/luna-api/configs/config.conf

daitmom /var/lib/luna/current/luna-api/configs/config.conf.short
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HJ’IH OTOI'0 BBIIIOJIHUTHE KOMaHay

cat /var/lib/luna/current/luna-api/configs/config.conf.short > /var/lib/luna/current/luna-
api/configs/config.conf

e DB HOST > Vka3arb peanbnbiii fqdn cepBepa B/ postgres

e DB NAME, PASSWORD DB, USER NAME (ucnonp3oBaTh YyKa3aHHbIE IpH
co3nanuu BJ] faceis_db)

e SEND TO S3 > BeicraButs 0

e VYjiamuth 3HAYCHHS S3_BUCKET, S3_AWS_PUBLIC_ACCESS_KEY,
S3_AWS_SECRET_ACCESS_KEY, S3_HOST
e SEND ACCOUNT STATS > BoicraButs 0

5. B koHdurypanmonusix (aiinax opokepa
Ivar/lib/luna/current/conf/rabbitmq-matcher.conf
Ivar/lib/luna/current/conf/rabbitmqg-extractor.conf

- B 3nauenun address ykasath peanbHbiii fgdn cepsepa rabbitmg

6. B ¢aiine /var/lib/luna/current/conf/extractor.conf ymanute 610k

"imageDump" : {
"skipErrors" : false,
"createBucket" : true,
"encoder” : "jpg",
"bucket" : "baguette”,
"address" : "127.0.0.1",
"port" : 5020,
"protocol”: "http"

7. 3amyctuthb coznanue b/l

python bases_scripts/db_create.py

8. 3aMeHHTH CTPOKY 3amycka B ckpumte Systemd
[etc/systemd/system/luna-api.service

sed -ie 's|*ExecStart.*$|ExecStart=/var/lib/luna/current/venv/bin/python
Ivar/lib/luna/current/luna-api/run.py --workers=2 --port=5000|g' /etc/systemd/system/luna-
api.service

9. Ilepeuntats System u 3amyctuth CORE cepucet LUNA

systemctl start luna-broker ;
systemctl enable luna-broker ;
systemctl start luna-extractor ;
systemctl enable luna-extractor ;
systemctl start luna-matcher ;
systemctl enable luna-matcher ;
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systemctl start luna-api ;
systemctl enable luna-api ;

10. Y6enumcs, 4TO MOPTHI IOCTYITHBI KOMaHI0H

netstat -tulnap | egrep '5000'

tcp 0 00.0.0.0:5000 0.0.0.0:* LISTEN  7990/python36
tcp6 0 0::5000 i LISTEN  7990/python36
udp 0 00.0.0.0:50030 0.0.0.0:* 7656/haspimd

5.6.2. LUNA-ADMIN

1. VYcranoButs 3aBucUMOCTH JuIs luna-admin

source /var/lib/luna/current/venv/bin/activate;
cd /var/lib/luna/current/luna-admin ;
pip install -r requirements.txt /var/lib/luna/current/extras/requirements/luna-admin/*

2. B ¢aiine /var/lib/luna/current/luna-admin/configs/config.conf

e LUNA_API_DB HOST = Buucars peanshsiii fqdn cepsepa postgres
e ADMIN_DB_HOST = Brucats peansubiii fgqdn cepsepa postgres

3. Jns 3anonuenus b]l BHITOIHUTE KOMaHIY

python bases_scripts/db_create.py

4. VcnpaBuTh CTPOKY BBI30Ba B SYStem ckpumre
/etc/systemd/system/luna-admin.service

sed -i 's|"ExecStart.*$|ExecStart=/var/lib/luna/current/venv/bin/python /var/lib/luna/current/luna-
admin/run.py --port=5010 --config=./configs/config.conf|g' /etc/systemd/system/luna-
admin.service

5. Tlepeunrats Systemd u 3anmyctuts LUNA-ADMIN xomangamMu

systemctl daemon-reload ;
systemctl start luna-admin ;
systemctl enable luna-admin ;

6. Yo6emutbcs, uro mopt 5010 goctynen

(venv) [root@d00bsb-vIO1 luna-admin]# netstat -tulnap | grep 5010

tcp 0 00.0.0.0:5010 0.0.0.0:* LISTEN  18103/python36
tcp6 0 0::5010 i LISTEN  18103/python36
5.6.3. LUNA-UI

Ilepen ycranoBkoi Heo6xoaumo 3aBepiuTh ycranoBky LUNA-CORE u LUNA-ADMIN

1. VYcranosum 3aBucuMoctu i luna-admin

source /var/lib/luna/current/venv/bin/activate;
cd /var/lib/luna/current/luna-ui ;
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pip install -r requirements.txt /var/lib/luna/current/extras/requirements/luna-ui/*

2. B xonduryparmonsom daiine /var/lib/luna/current/luna-ui/config.py
U3MCHUTH
e DB_HOST = "d00bsb-db01"

e END POINT TO LUNA PYTHON SERVER ="IP agpec 1oCTynHbIN KIUEHTCKOU
qactu"

e LUNA PYTHON SERVER ="IP agpec Buytpu cetu" (d00bsb-vI01)

3. 3anyctum coznanue b/l

python db_create.py

4. WcnpaBuTh CTpOKY BbI30Ba Python B System ckpumnre
[etc/systemd/system/luna-ui.service

sed -i 's|"ExecStart.*$|ExecStart=/var/lib/luna/current/venv/bin/python /var/lib/luna/current/luna-
ui/runws.py 5005|g" /etc/systemd/system/luna-ui.service

5. Tlepeuntats System u 3anyctuts LUNA-UI

systemctl daemon-reload ;
systemctl start luna-ui ;
systemctl enable luna-ui ;

6. Ybemumcs, 9TO MOPTHI JTOCTYITHBI

(venv) [root@d00bsb-vIO1 luna-uiJ# netstat -tulnap | grep 5005
tcp 0 00.0.0.0:5005 0.0.0.0:* LISTEN  18445/python36

5.7. PEITICTPAIIMU B CUCTEME LUNA-UI 1 ITIOJIYYEHUE TOKEHA
BBINIOJIHAETCA ABYMS CIIOCOBAMMU:

1. Orkpoite uarepdeiic LUNA-UI, nepeiins no cepuike: http://d00bsb-
vI01:5005
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Registration

Pucynok 12.

2. 3anomHUTH MOJS A7 perucTpanuu, HaKaTh KHONKY «Create accounty
JUTSL CO3JTaHMSI aKKayHTa

3. BBINOTHUTH BXOJ B CUCTEMY C YKa3aHHBIMU MIPH PETUCTPALINH
Y4YETHOM 3aIIUCH.

Ecnu akkayHT KOpPpEeKTHO co3jancs, OyAeT AOCTYIHO Cleayrolee MEHI0, IPUBEIEHHOE Ha
Pucynke 3.

B u & u £
tokens persons faces lists

Pucynox 13.
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4. Haxars tokens u coxpaHuTh 3HAYEHUE TS JaTbHEHIIICTO
UCIIOJIb30BAaHUs B HACTPOMKAX MTPUIIOKEHUS.

Pesyabrar: MHCTaIUIs1Ms 3aBepleHa

BHUMAHUE

B ciyuae ecsin mHTepdeiic He J0CTYEH, PErHCTPANMIO U MOJIy4eHHe TOKEHA MOKHO MPOBECTH
BBI30BOM ¢ KoHcouu Ha cepBepe d00bsb-vIOl. Iy1s1 3TOro HE06X0AMMO BHITIOJTHUTD, MOJICTABUB
CBOH 3HAYEHHS

curl -X POST\
http://d00bsb-vI01:5000/3/accounts \

-H 'content-type: application/javascript' \
-d Y

"organization_name": "bsb_organization",
"email": "bsb@domain.ru”,

"password": "SOME_PASSWORD"

}

B kadectBe oTBeTa BepHETCA 3HaueHUe { "token'; " *xHxFkkkkdkkdkkokdrkil

6. YCTAHOBKA U HACTPOMKA JAVA STACK
JAucTpuOyTUBBI AJ1s1 yCTAHOBKH JJOCTYITHBI:

e https://portal.rtlabs.ru/~cl8Lr (JDK1.8)

e https://portal.rtlabs.ru/~Dw1gO (linux-amd64.tgz)

e https://portal.rtlabs.ru/~ljyrl (java-csp-5.0.39267.zip)
e https://portal.rtlabs.ru/~a82qj (bsb-web.tar.gz)

e https://portal.rtlabs.ru/~SsTR8 (bsb-bkg.tar.gz)

Ha cepsepax d0Obsh-app Heo0X0AUMO BBIIOIHUTH CIIEAYIOIIUE ICHCTBHS:

e Tlogrorosurs OS

e Pa3MeTHUTh IUCK

e VYcranosuts JDK1.8.141

e VYcranouth JCSP

e CkomupoBath Systemd CKpUIIT yIpaBiIeHUs TPUI0KEHUEM
e Cxondurypuposats application.properties

e CkonHpurypuposaTh Setenv.sh

6.1. PASMETKA JTUCKA

1. VY6enumcs, 4To JONOJHUTENIBHBIN IUCK IPUCYTCTBYET

fdisk -1 | grep sdb
Disk /dev/sdb:

2. BbInoJHUTH

pvcreate /dev/sdb ;
vgcreate vg_data /dev/sdb ;
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Ivcreate --name Iv_data --size 10G vg_data ;
Ivcreate --name Iv_log -| 100%FREE vg_data ;
mkfs.xfs /devimapper/vg_data-lv_data ;
mkfs.xfs /devimapper/vg_data-lv_log ;

3. Tlocie co3manust (hailloBOi CUCTEMBI B KOHIIE IIPOITUCHIBAEM
MMOCTOSHHBIE 3anucu B /etc/fstab

/dev/vg_datal/lv_bsb /bsb xfs defaults 11
/dev/vg_data/lv_log /var/log/bsb xfs defaults 11

4, CO3I[aTB TOYKHM MOHTHUPOBAHUSA U MOHTHUPYEM

mkdir /bsb -p && mount /bsb
mkdir /var/log/bsb -p && mount -a

6.2. CO3JAHUE CUCTEMHOTI O IIOJIb30BATEJIS BSB

1. Co3zpats rpymniny noiab3oBaTenell B CHCTEME

groupadd app_grp;

2. Cosnatpb noab3oBarestst bsb ¢ rpymnmoii app_grp u gomaniHei
nupexropueii /bsh

3. Beoare mpaBa Ha AUPEKTOPHIO C JIOTAMHU

useradd -d /bsb -g app_grp bsb && chown -R bsb: /bsb /var/log/bsb;

6.3. JAVA (JDK1.8.181)

1. Co3znate AUPEKTOPUIO ISl YCTAHOBKH

mkdir /usr/java

2. Tlonoxutk yctanoBouHbIi maket B /usr/java/jdk-8ul8l-linux-x64.rpm
¥ BBITIOJIHUM CTaHAAapPTHYIO YCTaHOBKY

zypper install /usr/java/jdk-8ul81-linux-x64.rpm ;

3. Tlo XO04y YCTaHOBKHU IMOATBEPANUTD BCC IMOJIOKHUTCIBHO

jdk1.8-2000:1.8.0_181-fcs.x86_64 (Plain RPM files cache): Signature verification failed [4-Signatures public
key is not available]
Abort, retry, ignore? [a/r/i] (a): i

Pe3yabTaT: Java ycranosiena

6.4. YCTAHOBKA KPHUIITOIIPO CSP 4.0 115 LINUX (X64, RPM)

PacmakoBate quctpuOytuB linux-amd64.tgz u BEIMOIHUTE YCTAHOBKY B CIIEIYIOIIEM HOPSIIKE

tar xzf linux-amd64.tgz && cd linux-amd64;
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zypper install Isb-cprocsp-base-*.noarch.rpm Isb-cprocsp-rdr-*.x86_64.rpm Isb-cprocsp-kc1-*.x86_64.rpm
Isb-cprocsp-capilite-*.x86_64.rpm

Pesyasbrat: [1akerst CSP ycranoBieHb

6.5. JCSP 5.0.39267

1. CkonmpoBath auctpuOyTuB B /usr/java/java-csp-5.0.39267.zip na
cepsepe dOObsb-app

2. PacmakoBaTh TUCTPUOYTHUB M BHIMIOJHUTH ycTaHOBKY JCSP koManmamMu

cd /usr/java;
unzip java-csp-5.0.39267.zip && cd java-csp-5.0.39267 ;

3. Bemonnuth ycraHoBKy (¢ kirodom -serial_jep XXXXX-XXXXX-
KXXXXK-XXXXX-XXXXX ecnu U3BECTEH CEpUMHBIN HOMEp, MHaue

B TPHAJIBHOM PEXHUME)

Jsetup_console.sh /usr/java/default/jre -force -en -install -jcp -jcsp

4. OO0 ycrenHol ycTaHOBKE 0TOOPa3UThCs COOOIIEHHE BUAA

Executing: 100%...
The operation complete.
Congratulations! The operation complete.

5. B oaiine /usr/javallatest/jre/lib/security/java.security HeoOXouMO
UCIIPAaBUTH MOPSAO0K IPOBANUIEPOB

security.provider.11=ru.CryptoPro.JCP.JCP
security.provider.12=ru.CryptoPro.JCSP.JCSP

Ha

security.provider.11=ru.CryptoPro.JCSP.JCSP
security.provider.12=ru.CryptoPro.JCP.JCP

I[J'Iﬂ HN3MCHCHUA MOPAIKOB BBIIIOJTHUTE KOMAaHIY

sed -i 's|security.provider.11=ru.CryptoPro.JCP.JCP|security.provider.11=ru.CryptoPro.JCSP.JCSP|g
lusr/javallatest/jre/lib/security/java.security ;
sed -i 's|security.provider.12=ru.CryptoPro.JCSP.JCSP|security.provider.12=ru.CryptoPro.JCP.JCP|g
lusr/javallatest/jre/lib/security/java.security ;

6. IIpoBepuTh YCHEIIHOCTH YePe3 KOHTPOJIbHYIO MaHeb (HE00XO0iMMO
BBIMOJIHUTH MOJIKIIF0YeHHE 110 SSh ¢ mpoopocom X11. Ha cepsepe
JIOJDKEH OBITh yCTAHOBJICH makeT Xauth)

.IControlPane.sh /usr/java/default/jre

Bo Brimagkax qommkeH npucyrcrBoBath Java CSP Settings, Java JSP, JCP
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7. Bo Brmagke Other Heo6xoauMo ycTaHOBHTH (hitaskok Suppress GOST
R 34.10-2001 key usage warnings (He BbI1aBaTh MPEIyNPEKICHUE IO
anroputmy GOST R 34.10.2001)

Keys and certificates stores |/JEI'||.||'EI CSP |/Ja1ura CSP Settings |
‘ jcp [ Algorithms i Hardware ' Other [ Environment |

Unix Mutex Path for user

\varfopticprocspitmp |

Check private key usage period
Suppress GOST R 34.10-2001 key usage warnings

[ |Enable StrengthenedKeylUsageControl

Shell script to chmod user keys dir

lchirnod @-rus, U+ ra |

Input timeout, sec 600

Marme Wersion Build Fath
Jusrfjavafdkl. 8.0 181.../0.0 0.0.0 asnlrt.jar
Jusrfjavafdkl. 8.0 181.../2.0 38257 ASMNLP.jar
Jusrfjavafdkl. 8.0 181...|0.0 0.0.0 forms rt.jar
jusrfiavaijdkl.8.0 181...[2.0 39267 ICP.jar
Jusrfjavafdkl. 8.0 181.../2.0 38257 JCPinst.jar
Jusrfjavafdkl. 8.0 181...|2.0 38267 |CPReguest.jar
jusrfiavaijdkl.8.0_181...[2.0 39267 |CPxrl.jar
jusrfiavaijdkl.8.0_181...[2.0 39267 HMLOSIgRI jar
Jusrfjavafdkl. 8.0 181...|2.0 38267 ICPRevCheck. jar
jusrijavaidkl.2.0 181...]5.0 29267 |CSP.jar

DK Cancel Apply
Pucynok 14.
6.6. JCSP: YCTAHOBKA KJIIOUEH YKII1 BAHKA JJIsI CMOB

[Ipu B3aumoneiictBuu ¢ Bugamu ceeaennii CMOB nomxkna ucnons3oBarbess YKOII banka
it CMOB, B cootBetrcTBuH ¢ DenepanbubiM 3akoHOoM 0T 06.04.2011 N 63-D3 (pex. ot 23.06.2016)
«O0 H>IEeKTPOHHON TOANMKUCH», MO PEKOMEHAAIUSAM, OMHUCAHHBIM B JOKyMeHTe «MeTomuueckue
pexoMmenaanuu 1mo padbore co CMOBy».

Cucremuslii anmMuHucTpaTtop noiyyaet aeictsyromryro YKOII banka ans CMOB y nuna,
HAJIEJICHHOTO TIOJIHOMOYHSMHU TPUKA30M MO baHKy, OTBETCTBEHHBIM 3a OOMEH 3JIEKTPOHHBIMH
JTOKyMeHTaMu ¢ [ocymapcTBeHHON HMH(OPMAIIMOHHOW CHCTEMOH O TOCYJapCTBEHHBIX W
MYHHUIIMMIATBHBIX — TUIaTeXax, | ocyaapCTBEHHOW HH(POPMAIIMOHHOM  CHUCTEMOW  KWIJIMIIHO-
KOMMYHAJIbHOTO XO03siicTBa, EnuHOM cuctemMoil MAeHTH(PUKAIMN U ayTeHTU(UKAIMH, CHCTeMOM
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«Kimtou Poctenexom» u EaMHBIM HOPTAaIOM TOCYAapCTBEHHBIX M MYHMIMIANBHBIX YCIyT» U
ABJISAIOIErOCsl OTBETCTBEHHBIM 3a noiydeHue u nepenady Y KOII banka nins CMOB.
OyHKIMOHANBHBIA KJIIO4EBOM Hocutenb, coaepkammii YKOII banka mis CMOB,
NepeJacTCsl B OTIeYaTaAHHOM KOHBEPTE C TOJI0IPaMMOM, TOATBEPKAAIOILEH 11ETOCTHOCTD YIIAKOBKH, C
UCTIOJIb30BAaHUEM CIIEIIMATLHON CBSI3U C OopMIIeHHEM AKTa pueMa-Tiepeiadmn.
CucteMHblii agMuHucTpaTop BbInoNHSAET ycTaHoBKy YKOII banka nmus CMOB B
COOTBETCTBUH CO CJIEIYIOILUM MOPSIKOM:

1. Tlox cucteMHbIM mojib3oBatesieM Linux bsb moakmrounThes ynaneHHo k
cepepam noanucanus MC BCh (B cooTBercTBHM C 1. 5.4 MOKyMEHTa
«KoMmIieke TeXHHUeCKHX cpecTB bruomeTpruueckoi cucteMbl OaHKa»)
U noMmectuTh KoHTeiHep ¢ kimouamu YKOII banka mis CMOB B
nupexroputo /var/opt/cprocsp/keys/bsb/

2. Bwigare mpaBa aiisi CHCTEMHOTO 1oJib3oBarelist bsb:app_grp

chown -R bsb: /var/opt/cprocsp/keys/bsb/

3. 3amarb orpanuueHus Ha qupektopuio U kioun YKOII banka pis
CMOB

chmod 755 /var/opt/cprocsp/keys/bsh/*
chmod 644 /var/opt/cprocsp/keys/bsb/*/*

4. BBINOIHUTE KOMaH/Ly JUIsS YCTAHOBKH CepTH(HUKATA [T0]] CHCTEMHBIM
noJsipzoBarelieMm Linux bsb

sudo -iu bsb
/opt/cprocsp/binfamd64/certmgr -inst -cont \\.\HDIMAGE\<alias>"'

Certmgr 1.1 (c) "CryptoPro", 2007-2010.
program for managing certificates, CRLs and stores

Installing:

5. HpOBepI/ITL KOppeKTHOCTB YCTaHOBI(I/I 104 CUCTECMHBIM ITOJIB30BATCIIEM
Linux bsb

lopt/cprocsp/bin/famd64/certmgr -list

Certmgr 1.1 (c) "CryptoPro", 2007-2010.
program for managing certificates, CRLs and stores

Issuer
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6.7. FRONTEND (BSB-WEB.JAR)

Huctpubytus bsh-web.tar.gz Heobxoaumo ckomupoBaTh B aupekTopuio /bsb Ha cepsepe
d0Obsb-app01 u pacnakoBats oz mojb3oBarereM bsh

sudo -iu bsb;
tar xzvf bsb-web.tar.gz;

6.7.1.Iloaroroska OS (ITox mosb30BaTeseM root)

1. VYcraHOBHTH JIMMUTHI JIJIsl TPYIIIIBEI TOJIb30BaTeNsl. [t 3TOro BCTaBUTh
ciemyrolee cojepKuMoe B kKoneln (aiina /etc/security/limits.conf

# End of file

@app_grp soft core unlimited
@app_grp soft nproc 147456
@app_grp - nofile 65535

2. PaspemuTs ynpasienuem cepprca noj sudo A CHCTEMHOTO
1oJb30Bares. s 3Toro BBIIOJIHUTG CIEIYIOLUYI0 KOMaH1y

cat <<EOF>/etc/sudoers.d/app_grp

bsb ALL=(ALL) NOPASSWD:SETENV: /bin/systemctl status bsb-web, /bin/systemctl reload bsb-
web, /bin/systemctl restart bsh-web, /bin/systemctl stop bsb-web , /bin/systemctl start bsb-web

bsb ALL=(ALL) NOPASSWD:SETENV: /bin/systemctl status bsh-bkg, /bin/systemctl reload bsb-
bkg, /bin/systemctl restart bsb-bkg, /bin/systemctl stop bsb-bkg , /bin/systemctl start bsb-bkg

EOF

6.7.2.YcranoBka FRONTEND (BSB-WEB.WAR)

1. Tlox monp3oBarene root ycraHoBuTh Systemd ckpunt
3amycka\ocTaHOBa cepBUca

cp /bsb/bsb-web/systemd/bsb-web.service /etc/systemd/system/;

2. Ilpu HeoOXomuMocTH BBICTaBUTH mapameTpsl JVM -Xxms, -Xmx B
daiine /bsb/bsb-web/bin/setenv.sh

6.7.3. Kondpurypamus FRONTEND (BSB-WEB.WAR)
1. CxoH¢urypupoBaTh B COOTBETCTBUU C peaIbHBIMH 3HAUCHUSIMU

e ip_adress_postgres_db > (Anpec 6a3b1 nanapix PGSQL) d0Obsb-db01
e postgres_user > (ITonp3oBaTens npuinokeHus B 6asze nanabix PGSQL)
e postgres_password > (ITaposis npuoxenus B 6aze manusix PGSQL)

e ip_adress_zookeeper > (IP Anmpec wim cnucok azapecoB uepe3 “,”) d0Obsb-
hd01:2181,d00bsb-hd02:2181,d00bsbh-hd03:2181
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ip_adress_luna > (IP Aapec Luna API) d0Obsb-vI0O1
luna_token > (Token Luna nonyueHHsIi npu ycraHOBKe LUNa)
ip_adress_rammit_mg > (IP axpec Rabbitmg cepsepa) d00bsb-cmq01

6.7.4. HacTpoiiku JIOTUPOBAHUSA

2. CkoH(urypupoBaTh mapaMmeTpsl JorupoBanus B ¢aiine /bsb/bsb-
web/logging.properties

® YVYpOBeHb JIOTHpOBaHMs 3amaércs mapamerpoM B aiine logging.properties
(logging.logback.loglevel=INFO\ERROR\DEBUG\TRACE)

e MOKHO M3MEHHUTH JUPEKTOPHIO JIJIs JIOroB B mapamerpe: logging.path=

e gradar.logserver = localhost > gradar.logserver = ip_address_qradar

e syslog.logserver = localhost > syslog.logserver = ip_address_syslogserver

3. BeimonHuTh miepe3arpy3ky Systemd, u BKJIIOYMTH aBTO3AITyCK
MIPUITOKEHU I

systemctl daemon-reload
systemctl enable bsb-web.service
systemctl restart bsb-web.service

6.8. BACKEND (BSB-BKG.WAR)

Nuctpubytus bsb-bkg.tar.gz ckonuporare B qupexroputo /bsb na cepsepe d00Obsbh-app0l u
pacmakoBaTh 1101 CHCTEMHBIM T0jIb30BateseM Linux bsh

sudo -iu bsb;
tar xzvf bsb-bkg.tar.gz;

6.8.1. IloaroroBka OS (Iloxg mosib30BaTe €M root)

1. YcraHoBUTH TUMUTEI JJId TPYIIIBI ITOJIB30BaTCIIA. I[J'IS[ 9TOI'O BCTAaBUTH
cienyrolee cojepKumMoe B KoHell (aiina /etc/security/limits.conf

# End of file

@app_grp soft core unlimited
@app_grp soft nproc 147456
@app_grp - nofile 65535

2. PaspemuTs ynpasieHuem cepprca noj sudo Jiisi CHCTEMHOTO
noJb30Bares. s 3Toro BBINOIHUTH CIETYIONTYI0O KOMaH1y

cat <<EOF>/etc/sudoers.d/app_grp

bsb ALL=(ALL) NOPASSWD:SETENV: /bin/systemctl status bsb-web, /bin/systemctl reload bsb-
web, /bin/systemctl restart bsb-web, /bin/systemctl stop bsb-web , /bin/systemctl start bsb-web

bsb ALL=(ALL) NOPASSWD:SETENV: /bin/systemctl status bsb-bkg, /bin/systemctl reload bsb-
bkg, /bin/systemctl restart bsb-bkg, /bin/systemctl stop bsb-bkg , /bin/systemctl start bsb-bkg
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EOF

6.8.2. ¥YcranoBka BACKEND (bsb-bkg.war)

1. Tlox monb3oBaresnem root ycraHoBuTh Systemd ckpumt
3aIlyCKa/OCTaHOBa CepBUCa

cp /bsb/bsb-web/systemd/bsb-web.service /etc/systemd/system/;

2. Tlon monp3oBarenem root ycraHoBuTh Systemd ckpumnt
3amycka/ocTaHoBa cepBUCa

cp /bsb/bsb-web/systemd/bsb-bkg.service /etc/systemd/system/;

6.8.3. Kondurypamus BACKEND (bsb-bkg.war)

1. CxoH(}pUTypHUpOBaTh B COOTBETCTBUH C PEATHbHBIMU 3HAYCHHUSIMH
koHpurypanroHubii daiin /bsb/bsh-bkg/application.properties

ip_adress_postgres_db > (Anpec 6a3sl manusix PGSQL) d00bsb-db01

postgres_user > (IToap3oBaresb npuiiokeHust B 6ase maHabix PGSQL)
postgres_password > (ITaposs npuinoxkenus B 6ase manabix PGSQL)
ip_adress_zookeeper > (IP Axmpec wimum  coucok azapecoB uepes ;) d0Obsb-
hd01:2181,d00bsb-hd02:2181,d00bsb-hd03:2181

ip_adress_luna > (IP Aapec Luna API) d0Obsb-vI01

luna_token > (Token Luna nomnyueHHsli pu ycraHOBKe LUna)

ip_adress_rammit_mg > (IP axpec Rabbitmg cepsepa) d00bsb-cmq01
smev.registrar.mnemonic=RTK014 ( Muemonuka noxy4dernas npu peructparuu UC
B CMDB)

smev.address=http://smev3-n0.test.gosuslugi.ru:7500/smev/v1.2/ws ( Axpec CMDB3

)
smev.ftp.address=smev3-n0.test.gosuslugi.ru ( Axpec CMDB3 )

6.8.4. Ucnoab3oBanue BCTPOCHHOI'0O MEXaHU3MA MOANUCAHUS
1. Jlxst aTOro HE0OXOIUMO BBICTABUTH claeayroue 3Ha4eHust
keystore_alias > (Anuac xonreiinepa JCSP)

keystore_password > (ITaposb oT kouTelHepa kiatoueii JCSP)
crypto.provider.type > ( Heo6xoaumo BeictaBuTh 3HaueHne JCSP )

6.8.5. Ucnonp30BaHue BHELIHEro cepBepa noanucanus HSM
2. Jlns 5TOro HeoOXOAMMO BBICTABUTH CIEAYIOIINE 3HAUCHUS

crypto.provider.type=BSB

sign.server.address=http://d00bsb-cs01:8091/crypto/api ( dOObsb-csO1 3ameHuThr Ha
fqdn cepBepa noanucanus )

sign.server.token=38884** ( Vkazauublii tOKen Ha sTame KOH(HTYypaluu cepBepa
nonucanus, settings.xml)
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6.8.6. HacTpoiiku JilorupoBaHus

3. CkoHdurypupoBats napameTpsl joruposanus B ¢aiine /bsb/bsb-
bkg/logging.properties
® YPOBCHb JIOTUPOBAHUA 3a1aTb nmapamMeTpom
(logging.logback.loglevel=INFO\ERROR\DEBUG\TRACE)
® MOXXHO U3MEHHTh TUPEKTOPUIO JIJIsl JJOroB B mapametpe: logging.path=
e Qradar.logserver = localhost > gradar.logserver = ip_address_qradar
e syslog.logserver = localhost > syslog.logserver = ip_address_syslogserver

4. BbIMOSHUTH MEepe3arpy3ky Systemd, u BKIIIOYMThH aBTO3AITyCK
MIPUITOKEHU I

systemctl daemon-reload
systemctl enable bsb-bkg.service
systemctl restart bsb-bkg.service

7. YCTAHOBKA U HACTPOHMKA NGINX (PA3JAYA CTATHUKHU,
BAJTAHCHUPOBKA)

7.1. MNOAI'OTOBKA O.S.

JuctpuOyTHB ¢ KOHPUTYpAIUSIMK TOCTYIIEH 1o ccbuike: https://portal.rtlabs.ru/~aY4NI
[IpenBapuTeIbHO HEOOXOAUMO MOJKIFOYUTD OUIHATBHBINA PEo3UTOpuUil NGINX

zypper addrepo -G -t yum -c 'http://nginx.org/packages/sles/12' nginx;
wget http://nginx.org/keys/nginx_signing.key ;
rpm --import nginx_signing.key ;

[Mepenectu auctpudytus bsb-front.tar.gz va cepsep B ya00HYI0 TUPEKTOPHIO
PacmakoBarts tar xzvf bsb-front.tar.gz
Jliig KoH(puUrypamuu napaMeTpoB sapa HE0OX0UMO

1. Ckonuposarts ¢aiin

bsb-front/sysctl.d/99-sysctl.conf
B
[etc/sysctl.d/99-sysctl.conf

2. IlpuMeHUTH N3MEHEHHS

‘ sysctl —p

7.2. PASMETKA JUCKA

1. VYOeaumcs, 4TO JOMOTHUTEIBHBIN TUCK IPUCYTCTBYET

fdisk -1 | grep sdb

Disk /dev/sdb:

BeinonHsem:

pvcreate /dev/sdb ;

vgcreate vg_data /dev/sdb ;

Ivcreate --name Iv_log -| 100%FREE vg_data ;
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mkfs.xfs /dev/imapper/vg_data-lv_log ;

2. Tlocne co3manus (HailioBoi CHCTEMBI B KOHIIE IIPOITUCHIBAEM
MOCTOSIHHBIE 3anucH B /etc/fstab

‘ /dev/vg_data/lv_log /var/log/nginx xfs defaults 11

Janee, co31aTh TOYKM MOHTUPOBAHUS U MOHTUPYEM

‘ mkdir /var/log/nginx -p && mount -a

7.3. YCTAHOBKA NGINX

1. Ha cepBepe BBINOIHUTD

zypper install nginx

2. TlpoBepum Bepcuio

nginx -v
nginx version: nginx/1.14.0

7.3.1. Kondurypauun NGINX

daitnpl HEOOXOAMMO CKOITMPOBATH
bsb-front/nginx/nginx.conf

B

[etc/nginx/nginx.conf ua cepBepe
(TToxTBEpAUTH C 3aMEHOI)

‘ worker_processes <[JOrmKHO paBHATbCA konmnyecTsy LIMY Ha cepsepe>

[MTpu ucnionszoanur HTTPS He0OX011MMO MOJIOKHUTE *.Key, *.pem B IUPEKTOPHIO Ha CepBepe
letc/nginx/ssl

CkonupoBaTh KOH(PUTypallMOHHbIH (aiin
bsb-front/nginx/conf.d/bsb_https.conf

B

[etc/nginx/conf.d/bsb_https.conf

B Giioke upstream bsb-web 3uauenue server_web_fqdn > usmenuts Ha peanbHBIH cepBep
cepsuca bsh-web.war.

ITpoxy6mupoBaTh CTPOUKY U 3aMeHUTH Server_fqdn ua BTopoii cepBep B GanmaHCHpOBKE.

B Omoke upstream bsb-bkg snauenue server_bkg_fgdn > usmenuts Ha peanbHbBIN cepBep
cepruca bsb-bkg.war.

[TpoxyOaupoBaTh CTpOUKyY ¥ 3aMeHHUTH Server_fqdn ma BTopoii cepep B OaaHCHPOBKE.

e site_name > Buemnuit DNS cuctemsr
o ssl_key > Nwms daiina *.key B /etc/nginx/ssl/*.key
e ssl_crt > Nwms otkpeiToit uactu ceprudukara B /etc/nginx/ssl/*.{pem\crt}
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[Tpu ucnons3oBanuu HT TP HeoOxoaumo ucmons3oBath bsh_http.conf
CkonpoBats nginx/conf.d/bsb_http.conf B /etc/nginx/conf.d/bsb_http.conf

B Guioke upstream bsh-web 3nauenue server_web_fqdn > u3menuts Ha peanbHBIN cepBep

cepsuca bsb-web.war

[TpoxyOaupoBath CTpOUKY M 3aMeHUTH Server_fqdn Ha BTopoii cepep B OaaHCUPOBKE.
B 6moke upstream bsb-bkg smauenme server_bkg fgdn > usmenuts Ha peanbHBIN cepBep

cepsuca bsb-bkg.war

[TpoxyOmupoBaTh CTPOUKY U 3aMEHUTH Server_fqdn Ha BTopoi cepBep B OanaHCHPOBKE

site_name > BHewHun DNS cuctembl

7.4. CTATHUKA (BSB-FRONT.TAR.GZ)

1. ductpubyrus co cratukoi bsb-front/bsb-front.tar.gz neo6xonumo
nepeHecTy B manky Ha cepsepe /usr/share/nginx/bsb-front.tar.gz u
pa3apXuBHPOBATH

cd /usr/share/nginx ;
tar xzvf bsb-front.tar.gz

2. CKOppeKTHpOBATH MOJIL30BATENIS H IPaBa Ha MAaIKy

chown -R nginx: /usr/share/nginx ;
chmod -R 0755 /usr/share/nginx ;

3. 3amycTuM NQINX u 100aBUM B aBTO3arpy3Ky CEpBHC

systemctl enable nginx ;
systemctl restart nginx ;
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